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Abstract. The affairs and concerns relating to the energy sector are versatile, spatially differentiated, and
dynamic, due to the determining importance of energy in the everyday life of people, national economy, and
wellbeing globally. Climate change with extreme and intense weather phenomena, combined with potential
biological hazards, affect energy systems, posing a threat to energy systems’ resilience and security. understand
the interaction of the above factors affecting energy systems, it is necessary to understand the concepts of
vulnerability and resilience. This study aims to review factors of vulnerability and resilience of renewable energy
systems (RES). Climate change is a significant factor, considered critical for the resilience of renewable energy
infrastructure. Conclusions include courses of action and measures that need to be taken, to build resilience.
Suggestions are made, for a more sustainable and resilient renewable energy sector, compatible with
contemporary technology and eco-friendly behaviors, mandated by climate change.
1 Introduction

The energy sector in each country is critical to the
country’s economic development and prosperity. The
primary aim of all countries is to ensure the seamless
operation of energy systems, with a view to the
uninterrupted energy supply [1]. The susceptibility of
energy systems to adverse conditions is receiving increasing
attention from policy makers, government, industry, and
education. Climate change-related hazards have a major
impact on energy systems [2]. Climate change has already
revealed the increased vulnerability of energy systems [3].
There is a need to integrate in the design, construction,
operation and maintenance of planned energy infrastruc-
ture issues of resilience [4]. Already in many existing energy
systems efforts are taken to adapt them to the ever-
increasing effects of climate change and reduce their
vulnerability.

Energy systems’ resilience can be improved through
measures and actions targeted at enhancing their capaci-
ties and improving risk preparedness and management [4].
Resilience is considered as a key prerequisite for addressing
risks arising from climate change. According to research,
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the effect of a climate change hazard is dependent on the
location of the energy system and the flexibility of societies
experiencing the adversity [5]. The severity of the adverse
event is related to the degree of the impact it has on the
eco-social systemas a result of its interactionwith the energy
system [5]. Therefore, it is critical to approach resilience not
solely from the mechanical point of view, as the robustness
and capacity of a system to return to its original state after
any disorder, but to take a systemic approach and all
consequences on the eco-social and economic system [6].

The concepts of vulnerability and resilience are
particularly significant as they provide frameworks linking
biophysical climatic sensitivities with social and economic
factors which diminish or amplify the effect of environ-
mental changes [7]. The several resilience strategies
combine preparedness for rapid reflexes to stressful
conditions while creating long-term and sustainable
objectives that enhance socio-economic and environmental
operating capability under new climate conditions.

The purpose of this research is to provide a theoretical
overview of the concepts of vulnerability and energy
systems resilience, to identify vulnerabilities of RES and to
make recommendations for enhancing the resilience of RES
systems. The research objectives are:

–

m
in
Identification of the risks to resilience particularly those
related to the physical vulnerability of RES.
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–
 Determination which preventative actions should be
implemented to improve RES resilience.

Methodologically, the definitions of the main concepts
are presented first, followed by a classification of the
hazards impacting energy systems, and indicators of energy
vulnerability. This is followed by a review of the
vulnerabilities of the renewable energy plants to climate
change, geophysical, human, and technological hazards.
2 Theoretical frameworks, definitions, and
classifications

Natural or anthropogenic man-made hazards can be
converted into catastrophes with the influence of environ-
mental conditions and other external variables, resulting in
disastrous outcomes, loss of life and infrastructure
destruction [8].

Energy system infrastructure is critical to a country,
yet they present vulnerability to risks and attacks [3].
Energy systems vulnerability is defined as the degree to
which a system is subjected to detrimental events or
changes, severe economic, social, environmental, or
governmental conditions [9]. is also defined as the level
of the system’s inflexibility to cope with certain stressful
conditions [10]. Many cases of energy systems’ vulnerability
are local or regional, linked to geographical identification.
Eachcountry’s energysector iscomposedof several segments
(electricity, oil, gas, and RES), which are geographically
scattered and interconnected through networks and
systems [11].

According to International Strategy for Disaster
Reduction (ISDR), risks are typically classified into two
major categories, natural and anthropogenic or technolog-
ical [12]. Natural risks are divided into geophysical,
meteorological, hydrological, climatic, biological hazards,
including toxic substances, insects, and microbes like the
on-going Covid-19 virus. Anthropogenic and technological
hazards are classified into (a) large industrial or techno-
logical accidents and (b) acts of aggression.

The geophysical hazards include earthquakes, floods,
landslides, tsunami, avalanches, and meteorological
hazards, that can significantly affect energy systems
and increase their vulnerability [13]. Earthquakes are
defined as territorial movements caused by a disruption of
the mechanical energy of rock from natural sources,
converting their dynamic energy into kinetics. It is the
outcome of a long-term process of dynamic energy
accumulation in stressed regions of the lithosphere. They
are classified into collapses, volcanic and tectonics [13].
Floods that are the temporary inclination in some area of
water caused by excessive rainfall, snow melt are
categorized in coastal floods, river floods, flash floods
[14]. Fires and wildfires are defined as the rapid
combustion processes that requires the presence of a fuel,
air oxygen and heat [15]. Landslides indicate a sudden
mass movement of residual soil rock or sediment,
including any movement caused by sliding, falling,
overturning, flowing, and creeping, and the notions of
precipitation and collapse are distinct from the concept of
landslide [16,17]. Volcanic eruptions are described by the
International Federation of Red Cross (IFRC) as the
activity and all phenomena connected to the rise and
release of molten material from the earth’s interior onto its
surface [18]. Tsunami is a Japanese word, comprised of
two ideographs that mean “harbor waves” when combined.
Tsunamis are single waves or multiple waves, generated in
a volume of water by a thrust imbalance that vertically
raises a water column. Earthquakes, landslides, volcanic
eruptions and even meteor drops can create tsunamis [19].
Extreme weather phenomena include heavy rainfall,
windstorm tornadoes, snowstorms, frost, fog, hail, heat,
and drought [20].

Anthropogenic or technological disasters are caused by
anthropogenic hazards. Earth’s population growth, glob-
alization, and climate change have created global chal-
lenges and increased vulnerability of all systems to natural
and technological disasters producing also long-term
psychological effects and insecurity to individuals [21].
The most serious technological hazards are the heavy
industrial accidents and nuclear energy accidents that
are can be devastated. Large-scale accidents in nuclear
power stations have been caused mainly by human factors
and natural stresses. The most recent major nuclear
accident happened at Fukushima in Japan after a deadly
tsunami [22].

Another industrial hazard is the leakage of toxic
substances into the atmosphere which can affect popula-
tions and nearby societies and cause deaths or poisoning,
local contamination of crops, livestock, and water [23].
Toxic substances are the flammable liquids and solids,
oxidants, organic peroxides, corrosive materials, com-
pressed gases, flammable compressed gases, poisons,
irritants, inhaled dangerous substances, radioactive con-
stituents, and other dangerous substances. The transport
of dangerous substances can also lead to particularly
serious accidents [24]. However, often the people involved
do not have proper training and knowledge, making for
them difficult to determine the flow of events that led to the
accident [25].

Acts of aggression are wars and terrorism. A condition
of hostility, conflict, or antagonism or a state of usually
open and proclaimed armed hostile confrontation between
states or nations, is known as war [26], while terrorism is
the systematic use of force to create a general climate of fear
in a population, with the aim of establishing a comparable
political objective [27].

There is also serious chemical, biological and
radiological hazards. The chemical threat is caused by
any chemical (solid, liquid, gaseous) which, by its action
in living organisms, may cause death, temporary
inability (inactivation) or permanent damage to the
body of humans [28], while the biological threats are
living organisms (bacteria and viruses) or biotoxins
(biological by-products) that cause diseases in animals
and humans. The Covid-19 pandemic is a biological global
treat [29]. Radiological agents include all radiological
substances and can create radiological hazards differentiated
from the nuclear agents by their origin [30].



G. Sarma and A. Zabaniotou: Renew. Energy Environ. Sustain. 6, 35 (2021) 3
3 Energy systems vulnerability factors and
measurement indicators

The vulnerability of the energy sector is a complex issue
and depends on many factors. These factors are presented
below.

3.1 Dependency on external primary energy supply

The vulnerability of energy systems is directly related to
their dependency on energy sector imports. The ratio of net
energy imports to total (primary) energy consumption in a
country is used to quantify the extent of the country’s
dependency. The degree of this dependency varies,
according to the energy type, as well as geopolitics; it
can be expressed by the Hirschmann-Herfindahl Index
(HHI) that is the sum of the squared market shares held by
the various suppliers, according to the equation (1):

HHI ¼
X

i
S2
i ð1Þ

where Si is the market share of each supplier in the oil
supply of the relevant country [30].

A HHI value between 8.000 and 10.000 indicates a
significantly high supply, implying a vulnerability concern.
A value of HHI <2.000 signifies a diversified supply, and
as a result, lower vulnerability [31]. In general, a value of
HHI >2500 indicates vulnerability [30]. Countries of the
European Union (EU) have high rates of dependency
regarding the energy imports [32].

Vulnerability indicators specific to the dependency on
oil and natural gas are (a) the oil vulnerability index (OVI)
and the (b) natural gas vulnerability index (NGVI) [33].
For the measurement of market risk for oil and natural gas,
the primary energy security fuel index (PES) is used. PES
is expressed in tons of oil per unit of gross domestic product
(GDP) of the country or in m3 of natural gas per unit of
GDP [34]. Indicators that capture and quantify the impact
of geopolitical concerns are to evaluate and measure the
supply risk. Supply risk refers to the risks and hazards of
physical disruptions of fuel supply. They are known as
‘geopolitical risks’ and are categorized into the ‘political
measurement’ indicator and the ‘market liquidity’
indicator [34]. Two other indicators assess a country’s
energy mix supply diversification: (a) the diversification of
primary energy demand (DPED) and (b) the net energy
import dependency (NEID) [34].

3.2 Energy budget

Vulnerability may also be associated with the high level of
energy import value in GDP. It refers to the quantity and
cost of energy imports. The energy bill (EB) balances the
trade and GDP. The EB involves numerous elements,
indicating that it is dependent on many factors and can
consequently be reduced in a variety of ways [35]. EB is
expressed by the equation:

EB ¼ ED � INT �AC � ER ð2Þ
EB: is the cost of net energy imports (i.e., net import bill
(NEB), expressed in euros) in relation to GDP (expressed
in euros); (wherefrom EB=NEB/GDP); ED: is the rate
of energy dependency, i.e. the ratio of net energy imports
(or NEI intoe) to primary energy consumption (or PEC in
toe); (wherefrom ED=NEI/PEC); INT: is the energy
intensity of GDP, i.e., the ratio of the quantity of primary
energy (expressed in toe) to GDP (expressed in euros);
(wherefrom INT=PEC/GDP); AC: is the average supply
cost, i.e., the weighted average cost of net energy imports
bill expressed in $ (or NEB) to net energy imports (NEI),
expressed in toe. It is therefore the weighted average
cost in dollars per unit of imported toe and accordingly=
NEB/NEI; ER: is the average euro to dollar exchange rate
(i.e., e rate/$ rate).

It is evident that the ‘cost’ of the vulnerability of energy
imports is linked to a high quantitative dependence on
energy imports, as well as to a high cost per ton of imported
quantity. The energy security index (ESI) was recently
suggested as a novel index that incorporates the following
components: fuel availability, technical development,
economic affordability, social accessibility, governance,
unexpected threats, and natural environment, [36].

3.3 Black-out

One of the most important segments of the energy systems
is the electricity sector, and its susceptibility is dependent
on the reserve margin, interconnection level with foreign
countries, net electricity import rate [30]. For public energy
monopoly systems, the ‘reserve margin’ of a surplus
capacity is related to the peak power demand, since one
of the main priorities of electricity security is to prevent
system’s failure. However, this ‘margin’ is a costly strategy
since reserve capacities are not used and the end-user bears
the cost referred as the “capacity surplus” logic [30]. On the
market level, firms seek not to have an overcapacity that
increases risks of energy failure, unless the regulator
imposes a public service obligation on all the operators. The
concept of ‘failure cost’ may be defined as the macro-
economic cost of a disruption on the electricity network.
This cost is defined as the ratio of non-supplied electricity
to electricity demand, expressed by the equation (3), [30]:

g ¼ af2 þ bf þ c ð3Þ
where g is the failure cost (non-supplied marginal kWh)
and a, b, and c are parameters to be estimated [30].

EU suggest member states to make connections
between their electricity network and neighboring coun-
tries’ network (cross-border connections), at a level of 10%
of their established network, aiming to reduce the risk of a
possible black-out and to reduce vulnerability of the
electricity system [30]. Since, electricity cannot be stored,
dependence on foreign countries for electricity supply
implies a high risk. Therefore, an important indicator of the
electric system vulnerability is the “net electricity import
rate” that is the percentage of the electricity consumption
that is imported. The ratio of investment to turnover
certainly offers a good indicator of the level of vulnerability
of the electricity [37].
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3.4 Price volatility

Energy vulnerability is linked to the volatility of energy
prices. This volatility increases the cost of irreversibility
(sunk costs) creating the need to think about “stability”
mechanisms and end-user costs paid to preserve some
sections of the industrial sector from excessive energy
prices fluctuations [30]. In the electricity sector, the price
volatility is detrimental for end-user and operators in
charge of generation. Transmission, and distribution, are
potential factors of vulnerability because transmission and
distribution are activities that bring a large share of the
profits to electricity companies, [38–40]. There is great
uncertainty about the performance of generation and
marketing activities faced with new markets opening, due
the market share of each operator [30].

Europe is currently tackling the major issue of energy
vulnerability of end-industrial users, due to price fluctua-
tions. Electricity price is much more volatile compared to
other forms of energy because electricity cannot be stored
[41]. To resolve the issue, the following measures are
proposed [30], (a) new legal regulated tariffs, (b) reliable
contracts, (c) long-term contracts between large industrial
end-users and electricity suppliers.

3.5 Exchange rate

Energy vulnerability can be linked to variations in currency
exchange rates if it is imported. Currency devaluation can
make investors’ choices vulnerable if they get into debt on
the international financial markets [30].

3.6 Industrial factors

Takeovers are part of the risks inherent in a market-
oriented economy. There is a risk for incumbents in the
electricity and gas sectors if the electricity is under the
hands of public corporations. This is generally the case for
production and marketing companies. In several European
countries it is also the case with transmission and
distribution subsidiaries [42–44].
3.7 Technological options

The technological options and infrastructures and the lack
of innovation can increase the energy vulnerability of a
country. This leads to the country’s dependence on
traditional forms of energy (oil, gas) and disables the
country to make innovative energy choices. Reducing
energy vulnerability entails increasing the countries efforts
on R&D, and innovation [30].

3.8 Energy security

Continuous affordable provision of energy services is a high
priority of every nation. Energy security entails three
characteristics: (a) robustness of the system (sufficiency of
resources, reliability of infrastructure, and stable and
affordable prices); (b) sovereignty (protection from
potential threats from external agents); (c) resilience [45].
3.9 Energy transition

Reducing energy vulnerability and increasing energy sector
security entails the use of RES [30]. The energy transition is
a path towards shifting the global energy sector away from
fossil-based and towards low carbon energy sources. RES
can potentially deliver 90% of the required carbon
reductions. A clear vision of a new energy system is based
on renewable technologies and complemented by green
hydrogen and modern bioenergy. This new system is
technically viable and ready for accelerated and wide-
spread adoption [46].

4 Vulnerability of renewable energy systems
(RES) to climate change hazards

RES such as wind, solar, bioenergy, all depend on the
climatic conditions of the area concerned [47]. EURO-
CORDEX models showed a relatively small dependence of
solar and wind energy on climate change, with a slight
decrease in annual wind energy in southern Europe, while
the north annual production remains relatively stable and
unchanged [48]. Climate change increases the solar
radiation in the southern Europe and decreases it in the
northern countries [49].

Natural climate variability is caused by variations in
large-scale atmospheric circulation patterns which strongly
modulate the temperature, wind, and irradiation for large
parts of Europe. The North Atlantic Oscillation (NAO) is
the most important mode of atmospheric variability over
the North Atlantic sector in the winter and plays a major
role in weather and climate variation over eastern North
America, the North Atlantic, and the Eurasian continent
[50]. During winter, a positive NAO generally leads to
windy strong conditions in northern Europe, while
southern Europe enjoys relatively sunny and dry con-
ditions. With a negative NAO, the storm track over the
North Atlantic Ocean is located much more to the south,
bringing cloudy and windy conditions to the southern part
of Europe while northern Europe generally has calm, cool
and dry weather [51]. A significant correlation has been
found between the NAO and the performance of wind
energy. Negative NAO enhances wind speed (10–20%) and
reduces radiation (10–20%) In the Mediterranean region
annual fluctuations of 20% in the performance of Res in
wintertime, have been detected [52].

Climate change affects solar energy. This results from
the levels of atmospheric humidity, cloudiness, and
characteristics of the clouds that affect atmospheric
permeability having an impact on the production of
electricity from photovoltaic panels [53]. Hydroelectric
power is directly dependent on the water supply and
therefore on the water cycle and seasonal variation of water
flows. Climate change has a significant impact on the
operation of hydroelectric plants, whose severity varies
geographically. The melting of ice caused by climate
change in many parts of the world has reduced the
quantities of water provided and thereforemakes it difficult
for hydroelectric plants to operate [54]. Liquid biofuels are
also vulnerable to climate change, since biomass growth



Table 1. RES vulnerabilities.

Hazard System Vulnerability

Vulnerabilities related to climate change

Temperature rise

Hydroelectric power plant Changes in temperature seasonally increases
and decreases water availability

Biomass and Bioenergy Increased temperatures adversely affect
harvest of crops, either by reducing yields or
leading to destruction

Electricity distribution network Overload of the network leading to frequent
power cuts, frequent failures in high voltage
centers, especially insummer months, due to
increased cooling demand.

Photovoltaic (PV) The efficacy of panels is reduced by 0.5% for
every 1 °C increase in temperature

Fire All energy systems Fires threaten infrastructure and the
unhindered operation of all energy systems

Landslide All energy systems Soil erosion leads to landslides which
threaten the installations of energy systems
and their access to raw materials.

Sea level rise

All energy systems located in coastal areas

The infrastructures of coastal energy systems
are at risk from flooding.

Natural gas infrastructure (liquefied gas
terminals)
Marine hydrocarbon extraction facilities

Drought

Gas stations of the interconnected system Reduced availability of water results in
reduced energy availability of thermal plants
cooled from lakes or rivers

Hydroelectric power plants Reduction in water reserves, resulting from a
reduction in rainfall, leading to a reduction
in their productivity.

Biomass/ Bioenergy Change in soil conditions leading to effects
on crops productivity.

Windstorm, Cyclone, Hurricane

Wind farms Risk of stress damage
Electricity transmission and distribution
network

Black-out and power outage risk, as well as
material damage to parts of the electrical
network.

Photovoltaic (PV) Very strong winds lead to dust deposition in
solar panels, which leads to a reduction in
their performance.

Hail, Storm, Lightning

Electricity transmission and distribution
network

Black-out and power outage risk, as well as
material damage to parts of the electrical
network.

Photovoltaic (PV) Exposure to weather adversities, such as
heavy hail, makes PV vulnerable leading to
destruction or trouble.

Wind farms Risk of stress damage

Flood

All energy systems close to aquifers Risk of destruction of energy system
infrastructure.

Electricity transmission and distribution
network

Risk of destruction of coastal infrastructure.

Hydroelectric power plants Flood phenomena lead to water storage
problems due to increased drainage of
aquifers.

Biomass/ Bioenergy Destruction of crops, leading to a reduction
in available raw materials

Geophysical vulnerabilities
Earthquake All energy systems Buildings damages
Tsunami All energy systems Buildings damage in coastal areas
Volcanic eruption All energy systems Buildings damage in volcanic areas
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Table 2. Anthropogenic and technological risk’s scenarios for RES [55].

Risk Description

Major technical failure A large technical failure that can result in system shutdown
Human error factor Human errors cause system dysfunction, entirety or partly
War War affects import of raw materials from countries where a war is happening.
Strikes Strikes cause major problems to the functioning of energy systems
Dependencies Disturbances in the national interconnection network create power disorders
Terrorist attack It cuts off the threatened system from its connections
Financial crime A financial motivated criminal organization targeting companies of production,

distribution etc.
Sabotage The saboteur usually has little knowledge of the network and is capable of a

one-dimensional attack
Treat from inside This threat stems from a dissatisfied worker, with good technical knowledge of the system.

Table 3. Economic, technical, and geopolitical risks impact on electricity supply [56].

Hazard Energy system Impact

Economic risks
Unexpected increase in energy
price

Green Electricity
Bioelectricity

The price of the fuel used to generate electricity is likely
to change leading to uncertainty as to the cost of
production.

Interruption or reduction of
international energy supply.

Energy cuts have a significant impact on national
accounts, and can lead to an increase in inflation, trade
and wage imbalances, high unemployment, low consumer
safety

Disruption of domestic and local
energy supplies.

Possibility of disrupting domestic energy supply due to
local and temporary problems which may be adverse
weather events, strikes and/or accidents

Gradual reduction of biofuels
stocks

Economic pressures create minimization trends in
commercial fuel stocks (both in the distribution chain
and in the place of use) and storage capacity in
production units and transmission systems

Technical risks
Uncertainty in the supply of
biofuel to a power plant

Green Electricity
Bioelectricity

Fuel adequacy in a power plant may be unreliable
leading to inability to produce. The supply of fuel
depends both on its availability and on the reliability of
the mode of transport

Engineering problems and
equipment failures

Requirement of periodic maintenance

Geopolitical risks
Reforms in environmental
legislation affecting energy supply

Green Electricity
Bioelectricity

Non-compliance with existing laws and regulations on
environmental protection against the effects of electricity
generation and compliance costs are quite high. This risk
depends largely on the fuel and technology used for
production.
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depends on temperature, rainfall, and carbon dioxide
levels. The latter affects agriculture, such as crop yields,
rural distribution zones, the increases the need of fertilizers
and pesticides while makes not suitable some lands suitable
for specific crops [47].

The vulnerability of RES can be territorial and
systemic. In interconnected systems the vulnerability of
certain infrastructure significantly affects the whole
energy system. Table 1 shows the types of vulnerabilities
of RES systems to various stressors and Table 2 shows the
hazards for RES systems related to anthropogenic and
technological risks [55].

There is a need to make specific reference to certain
risks that make a decisive contribution to the vulnerability
of electricity. The benchmarking of risks involved in
electricity supply are classified into 4 categories: (a)
economics, (b) technical, (c) geopolitical and (d) legal as
Table 3 shows [56].



Table 4. Characteristics of resilient RES.

Characteristic Description

Robustness Describes the system’s strength to withstand internal and external shocks without
suffering from major impairment in major functions [64,65]

Stability Expresses the system’s stable and uninterrupted operation [63]
Flexibility It is the ability to perform necessary functionsunder a wide variety of conditions [66]
Resourcefulness It relates to the resources disposal and preparedness of urban planners and decision

makers to appropriately prepare for, respond, and recover from possible disruptions
[65,67]

Redundancy Refers to the availability of components with similar function in the urban system to
ensure that failure of one component would not cause the whole system to stall [64,65]

Diversity of energy A resilient city should be diverse in terms of energy supply, use patterns,
infrastructure, knowledge, [65]

Independence A resilient system should have a certain degree of self-reliance that equips it with the
ability to maintain a minimum acceptable level of functioning (without external
support) when influenced by disturbance [4,68]

Interdependence It refers to having mechanisms in place that enable a system, as part of an integrated
network, to receive support from other systems in the network [64]

Adaptability It refers to a system’s capacity to learn from past disturbances and its flexibility to
adapt to the changing conditions [64,65]

Self-organization It refers to the emergence of macro-scale patterns or properties resulting from
smaller-scale rules [65]

Creativity It refers to the system’s capacity to exploit the disturbance as an opportunity to
advance to a higher level. This necessitates utilizing innovation in planning and
management [69]

Efficiency It implies that the ratio of energy and resources supplied by an urban system to the
energy delivered to it as input, is positive [64]
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Besides the above cases of vulnerabilities, there are
also some anticipated failures that RES systems can face.
All engineered systems, such as energy infrastructures,
require periodic maintenance and suffer by occasional
equipment failures. Experience, technical knowledge, and
skillful personnel is needed to repair and mainly to
decrease failure rates, to balance the cost of maintenance,
and replacement. These expectations are conditional upon
routine conditions [57]. The simultaneous impact of
multiple hazards on the vulnerability of RES infrastruc-
ture is likely not to have a cumulative but a non-linear
impact [58].
5 Which RES are resilient?

An energy resilient urban system should be able to ensure
availability, accessibility, affordability, and acceptability
of energy supply, under varying conditions, capacity to face
a disaster, absorb shocks, recover, and adapt rapidly [63].

–
 They are the key critical infrastructure of modern
societies [59].
–
 They ensure the of sustainability of energy supply [60].
–
 They need proper and adequate preparation, and
management to stand up against different types of
disasters [61].
–
 They are less complex than other critical interdependent
and interconnected energy infrastructures [62].
–
 The characteristics of resilient RES are depicted in Table 4.

An evaluation of the resilience of energy systems to
climate change risks requires consideration of climate

changes and a framework that includes all the various
components of energy systems and their complex inter-
actions. The primary strategies to assess the resilience of
RES to climate change are presented in Table 5.

Energy storage capacity expansion, transmission lines
to transport renewable power from resource-rich geographic
areas to non-rich ones, and the availability of resources that
adjust electricity usage patterns are proposed to provide
reliable electric service to customers with a renewable-
dominated resource mix [81]. Another major concern is the
maintenance of the grid’s resilience, given an increased
penetrationof renewable resources. In this context, resilience
refers to the grid’s capacity towithstand and recover rapidly
from low-probability, high-impact incidents that are
typically natural hazards [82].



Table 5. Approaches for assessing the resilience of RES.

• Measuring resilience by considering the type of the extreme event, the time durationof the disturbanceand its
impact on performance indicators [70]

• Formulation of resilience as the system’s capability to maintain its reliability during
• adverse events [71,72]
• Use the System-of-systems framework that integrates three main models for weather,
• components and the system [73]
• Applying the risk management and investment perspective by using reliability
• assessment frameworks for handling hazardous conditions [74]
• Determination of the system’s capacity to fulfil energy security through interactions and the interrelations of the
important elements of the system [75,76]

• Classification of disruptive climate-induced events into five categories of minor,
• moderate, serious, major, and extreme impact, depending on the frequency and duration
• of the event as well as the number of consumers being affected [77]
• Proposing a methodology for energy security assessment (defined as minimum vulnerability of
• keyl energy systems) under long-term energy scenarios [78]
• Distinguish between three basic weather conditions: average, severe and extreme [79]
• Consider multiple climate scenarios from local climate models, time periods for energy demands and generation,
optimize the energy system and assess it by using indicators [80]
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6 Conclusions

RESwill have a significant part in the energymix inmost of
the countries. However, as all energy systems, they are
threatened by climate change and anthropogenic hazards.
Climate change, terrorism, or disruption of the variable
power supply of RES are the main factors creating multiple
hazards to their uninterrupted operation.

Building resilient RES is crucial in mitigating climate
change particularly when considering the effects on the
electrical grid. Proper design and planning for resilience
within the framework of a renewable-dominated electric
grid is important for reducing physical vulnerability and
accelerating the climate change adaptation.
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